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Universal Server

The Universal Server provides comprehensive supervisory control capabilities while enabling HMI-
based systems to gather real time and EFM data records. Server optimization is achieved via an
enhanced remote user interface for diagnostics, configuration, and server control, with new features to
speed configuration and reduce errors.

The Universal Server architecture provides all of the features of the previous EFM Manager and
includes several new features. The most important aspect of the new server is that it is specifically
designed as a framework for all future Wonderware West IO Servers and is based on a true object-
oriented architecture to enable continued development and enhancement with minimal risk to
released versions. The Universal Server is a modular design that permits straightforward replacement
of core components to support future requirements, such as Wonderware's DAS and Archestra
products.
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Documentation

This manual is intended to serve as a Getting Started guide for successful communication using the
Universal Server. A full set of online Help files, including in depth How to, Troubleshooting and
Protocol-specific information is delivered and installed with the system. Online Help is accessible

from the Help menu, and context-sensitive help is available via the F1 key or Help button E2 in the
toolbar.

There is also a Getting Started manual and online Help for each available protocol, including protocol-
specific configuration information.

Features

Some features of the Universal Server include:
- Runs as a Windows service

- Real time and historical data acquisition

- Remote Configuration (Circuit and Device Parameters)

- Remote Diagnostics (Statistics and Logging Subsystems)

- Object-oriented architecture with circuit and field device objects

- Native OPC Data Access Server

- OPC Alarm & Event server

- High performance event-driven, multi-threaded design

- Configuration saved in single industry standard XML file

- Automatic updates of configuration files on backup computer

- Common error and diagnostic logger with user logging options

- Top-level management of circuit and device objects to guarantee robust performance
- Optimized multi-priority 1O scheduling for device objects

- Full support for multiple OPCDA Version 1.0a and 2.0 data clients

- All pre-configured system, circuit, and device data items available in OPC browser and
property interfaces

- Legacy support for DDE and Wonderware SuiteLink clients

- Socket interface for third-party access to server communications services

Note: This feature will be available in a future release.

- Extends Windows security system to manage remote user access

- Centralized EFM reporting in standard formats including CFX and PGAS

Wonderware West October 2008
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Multiple Protocol Support

A device object supports device configuration, dynamic message handling, data value parsing,
and optional features, such as archiving historical data records. The device object supports
report-by-exception and multiple protocols on a single circuit. The system’s design facilitates the
implementation of additional protocols and supports the following protocols:

ABB TotalFlow - (AlU, FCU, RTU, VCI)

Allen Bradley DF1 - (SLC 500, PLC 5)

Fisher ROC - (100, 300, 400, 500, 800 Series)
Modbus - (RTU, ASCII, TCP, Enron)*
Halliburton Well Control Unit (WCU)**

Bristol BSAP

Flow Automation Automate

ScadaPack Enron and ScadaPack Telebus
Production Control Systems (PCS)

Please refer to the Protocol-specific Getting Started Guides and the online Help for additional
device configuration information.
*Baker (6532), Bristol-Babcock (33XX series, Teleflow and Telecorrector), Daniel Industries (Ultra 3000, Solarflow

2470, 2500, Turbo 2500 and Spectrum 1000), Fisher Controls (ROC), Flow Automation (Automate and Autopilot) and
Reynolds 323 LVC Corrector.

**Getting Started information concerning the Halliburton Protocol is contained within the Modbus Getting Started Guide.
Configuration and Troubleshooting information for this Protocol is discussed in the Modbus online Help.

Remote Configuration

Support for remote configuration allows multiple users to perform online configuration
modifications with secure login. Support is provided for demand scans, placing devices and
circuits on/off scan, import/export of device and circuit configurations, and redundancy.

Extensive Client Interfaces

The Universal Server offers flexible and powerful communication interfaces to HMI/SCADA
systems, Plant Historians, and desktop applications. The server supports sending value, quality,
and timestamping (VTQ) data for every point using the following communication interfaces:

- OPC Data Access 1.0 and 2.05
- Wonderware SuiteLink
- DDE

Please refer to Communicating with the Universal Server via SuiteLink/DDE and
Communicating with the Universal Server via OPC client for additional information.

EFM Data Storage

Device-collected EFM data is managed by a dedicated Data Server and is stored in Microsoft
SQL Server and MSDE database for export to:

Flow-Cal — CFX Version 3.0 (Types 1-3) Version 4.0 (Types 1-4)
PGAS — PGAS CSV/Security (Version 4.0 and 4.2)
User-configurable CSV format
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Please refer to the EFM Server section of the Universal Server online Help for additional
information.

Communication Diagnostics

Communication diagnostics for troubleshooting are provided for all circuits and device objects.
The Universal Server supports timed interval polling (automatic data updates) and operator
initiated demand polling. Devices can also be configured to only respond to demand poll,
thereby disabling the polled interval logic.

Please refer to the Diagnostics section of the Universal Server online Help for additional
information.

Remote Log Viewing

Operators and engineers can view logger data remotely via the Log Viewer ActiveX control.
This allows multiple users to remotely troubleshoot and monitor the activity of the Universal
Server using a web browser.

Please refer to the Error Logging section of the Universal Server online Help for additional
information.

System Requirements

Software Requirements
Windows 2000 SP4 or greater
Windows XP SP1 or greater

Hardware Requirements

Minimum

- PIIl 900 MHz Processor

- 100 MB Hard Disk

- 64 MB RAM
Recommended

- P4 1.4 GHz Processor

- 500 MB Hard Disk

- 128 MB RAM
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Quick Start

Complete the following steps to configure and initiate use of the Universal Server.

Task

Lo

Install the Universal Server.

2. Ensure that Security
Accounts are configured

properly.
3. Ensure that DCOM is
configured properly.

4. Register the Universal Server.

5. Install the license file.

6. Add and configure the desired
circuits.

7. Add and configure the desired
devices.

8. Communicate with client
applications.

Purpose

To load the server and its
components onto a remote or local
console.

To allow the appropriate privilege
level for all users.

To assign DCOM security privileges
to the users and groups that were
added in step 2.

To obtain a license file and register
the server.

To load the license file onto the
server.

To add a circuit to initiate
communication with a device.

To add a device for data collection.

To read data gathered by the
Universal Server.

These tasks are described in greater detail in the following sections.

Reference

Installing the Universal
Server

Security Accounts

Configuring DCOM Security

Product Reqistration

Installing the License File

Adding a Circuit
Configuring a Circuit
Adding a Device
Configuring a Device

Communicating via
SuiteLink/DDE

Communicating via OPC

Wonderware West
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Installing the Universal Server

1. Insert the Universal Server CD into the appropriate drive.

2. The Preparing to Install screens appear.

Note: The text and screen shots in this document are compatible with the current
version of the Universal Server. Version x.x.x on the screen shots refers to the
current version number of the product that is being installed.

InstallShield Wizard

g Preparing to Install...

o MOST - Universal Server [Intermnal] Ve Setup is
preparing the InstallShield ‘Wizard, which will guide you
through the program setup process. Please wait.

Checking Dperating Spstem Wersion

(RENNRRRNNNRRRNNRRR )

Cancel

Windows Installer

_AE| Preparing ta install...
poe

15

Cancel
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3. Click Next on the Welcome screen to continue.

i MOST - Universal Server (Internal) ¥ x..x - InstallShield Wizard X

Welcome to the InstallShield Wizard for MOST
- Universal Server (Internal) V.

The InskallShield{R) Wizard will install MOST - Universal Server
{Internal) ¥:x: on yvour computer, To continue, click Next.

WARMIMG: This program is protected by copyright law and
international treaties.

FaVOST

MATL. [ SPRTEM TRE-NOLDGES.

I Mext = ] [ Cancel ]

4. Review the License Agreement. Select the | accept the terms in the license agreement

option to enable the Next button. Click Next to continue.

i MOST - Universal Server (Internal) V xc.x.x - InstallShield Wizard X

License Agreement unmm’ :Fﬂ'
e dmp
Please read the Following license agreement carefully,
/O Server .|

17
STANDARD AUTOMATION & CONTROL LP LICENSE AGREEMENT ~

This legal doomert ic a agresmert betareen o, the end user, wd Staedard Sotomation & CordrolLP BY
OPEMIHN G THIS SEALED PACKAGE VO ARE A GEEEIM (G TO EEC OME EOUHD BV THE TERRS OF THIS
AFEEENEHT, WHICH MCLUD ES THE SOFTWARE LICEHSES.

THIS AGREERENT COMATITUTES THE C OMPLETE AGREENMENT BETWEEH ¥OTT AND STAND ARD
AUTONATION & CONTREOL LP (hwreinatter "Standard fatomation). IF VO D0 HOT AGREE TO THE TEELS
OF THIS AGEEEMENT, [0 HOT OPEN THE PACE AGE, PREOMPTLY EETURH THE P ACEAGE AND OTHEE
ITENS (IMCLUDL TG WERITTEN LLATERLALS, ERTDEE, OF OTHEE. C OMTATERS jthat are part of this product to
the place wdwere o obtaited them for afiall refimd .

1. GRANT OF LICENSE. b comsideration of pyment of the LICEHSEfee, which is part ofthe price you paid for this
prodhct, Standard Jotomaticn, as licencor, grnts o, the LICEMSEE, anorwschas ire right to use awd display thic v

(331 accept the kerms in the license agreement

(31 do not accept the terms in the license agreement

< Back " Mext = ] [ Cancel

Wonderware West
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5. Complete the User Name and Organization fields on the Customer Information screen.
Select the appropriate users option —Anyone who uses this computer or Only for me. Click
Next to continue.

6. Select the appropriate type of installation from the Setup Type screen. Click Next to
continue.

Wonderware West October 2008
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7. The Custom Setup screen displays a list of features that are supported by the Universal
Server. Select the appropriate installation settings and click Next to continue.

Important Note: If you are licensed for EFM data collection, you must scroll through the list of
Device Modules (listed in screen A) and expand the EFM Database Server node (shown in screen
B). From the drop down list, select the appropriate option to install the EFM Database Server.

A B

Client Components — Installs the Universal Server Configuration Client.
Universal IO Server — Installs the Universal IO Service and selected device modules.
Device Modules — Installs support for field devices using specific protocols.

Network Circuit Module — Installs support for communications using TCP/IP, UDP/IP,
and Terminal Servers.

Serial Circuit Module — Installs support for communications using Direct Serial Ports,
Radios, Line Drivers, and Standard Modems.

ABB Totalflow Device Module — Installs support for all models of ABB Totalflow
Devices.

Allen-Bradley DF1 Device Module — Installs support for communications with devices
using Serial DF1 Protocol.

Bristol Babcock BSAP Device Module — Installs support for all Bristol Babcock
Devices using Native BSAP Protocol.

Fisher ROC Device Module — Installs support for real time and EFM data for all Fisher
ROC modules.

Flow Automation Device Module — Installs support for Flow Automation Automate
with EFM collection.

Halliburton RTU Device Module — Installs support for Halliburton WCU with EFM
collection.

Modbus Device Module — Installs support for field devices using Modbus Protocol,
including Modbus RTU, ASCII, and TCP protocols.

Control Microsystems ScadaPack Device Module — Installs support for the
ScadaPack Enron and ScadaPack Telebus Protocols.
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PCS Plunger Lift Control Devices — Installs support for the PCS series 4000 and series
4202 well head controllers.

SuiteLink and DDE Support — Installs support for Client Data Access using Wonderware
SuiteLink and Windows DDE Protocols.

EFM Database Server — Installs support for management of collected EFM data for
reporting purposes.

The Change button allows you to specify where you would like the program to be located.

The Space button invokes the Disk Space Requirements screen, which displays the
available space on your drives and space required for feature installation.

8. The Ready to Install the Program screen appears. Click Install to continue.

9. The Installing screen appears. A progress bar indicates the status of the installation.

Wonderware West October 2008
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10. Following a successful installation, the Completed screen appears. Select the option to View
the Latest Release Notes for Universal IO Server, if desired, and click Finish.

Note: If you are using Windows 2000, you are prompted to restart your computer.

Wonderware West October 2008
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Security Accounts

This dialog is only enabled for users with permission to edit user accounts. By default, the
administrator and the user under which the server was installed are enabled to edit user accounts. If a
new user is added to a node, the username must be on the local machine. If a new user is added to a
network, the user must be part of a domain.

To add a new user or group (requires Administrator privileges):
1. Access the Universal Server via the Start menu or open the desktop icon.

2. If the server isn't running, right-click the server icon in the Universal I/O Servers folder and
select Start Server.

Right-click the Configuration folder and select Edit Configuration.
Select the Security Accounts tab from the Configuration dialog.

The username under which the server was installed is listed, by default. If you wish to access
the server under a different username, type the appropriate name in the UserName field and
select the desired Privileges. Click Add User and then select Apply Changes.

The following is an explanation of user privileges.

Read Users with this privilege are able to view data that is provided by the server.
Write Users with this privilege are able to execute commands to the server.
Configure Users with this privilege are able to run the configuration interface. The user

must be in the system and logged on to the computer where the
configuration changes are being made.

Wonderware West October 2008
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Execute Users with this privilege are able to change the settings to and run the
Diagnostics diagnostic interface.

Edit User Users with this privilege are able to add users and define user privileges. The
Accounts Security Accounts tab is only activated for users with this privilege level.

Configuring DCOM Security

Typically, a client will not be able to communicate with a server across a network. DCOM must be
configured before you can access a server as a client.

Windows XP Service Pack 2 and Windows 2003 Service Pack 1

If you are using Windows XP Service Pack 2 or Windows 2003 Service Pack 1, complete the following
steps:

Configuring Windows Firewall

In order for the OPC client to operate using DCOM, the firewall settings must be specified. Firewall
exceptions must be set at the application level (where the applications respond to unsolicited
requests) and the port or protocol level (where you can set to allow or disallow TCP or UDP traffic on
a specific port).

Windows Firewall is set to “On”, by default. You may wish to temporarily disable the firewall for
troubleshooting purposes. If your computer is protected by a corporate firewall, you may be able to
permanently disable the firewall, making it unnecessary to perform the following procedure.

Wonderware West October 2008
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1. To access the Windows Firewall dialog, select Start | Control Panel | Security Center and
select the Windows Firewall option.

2. Click the Exceptions tab and select all of the OPC Clients and Servers, Microsoft
Management Console, and OPCEnum.exe from the Windows | System32 directory.

Wonderware West October 2008



Universal Server Getting Started Guide 18

3. Click the Add Program button for a listing of the applications on the computer. Most of the
applications on the computer are displayed here.

4. Click Browse to locate additional executables on the computer.

Note: Only .exe files are displayed on the Exceptions tab. In-process OPC Servers and
Clients (.dlls and .ocxs) need to be added.

Wonderware West October 2008
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5. Click the Add Port button on the Exceptions tab to add TCP port 135. This port is needed to
initiate DCOM communications. Enter DCOM in the Name field, 135 in the Port Number field,
select the TCP option, and click OK.

Configuring DCOM

Note: The following instructions are based on a pre-release version of Window XP Service Pack 2.

1. DCOM is configured using the Component Services utility. From the Start menu, select Run.
Type dcomecenfg into the text field and click OK.

2. To specify the Default Access and Default Launch permissions, access Component
Services | Computers.

3. Right-click My Computer in the Computers folder and select Properties.

Wonderware West October 2008
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4. Select the COM Security tab from the resulting window.

5. To configure the default Access Permissions, select the Edit Limits button in the Access
Permissions section.

6. Selectthe ANONYMOUS LOGON user entry from the uppermost section; select the Remote
Access option from the Permissions section and click OK.

Notes:

If you do not use OPCEnum, it is not necessary to enable remote access for
anonymous users.

Select the Local Access permission in addition to the Remote Access permission if
the user or group is an OPC user.
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7. Return to the COM Security tab and select the Edit Limits button in the Launch and
Activation Permissions section.

8. Select the Everyone user entry from the uppermost section; select the Remote Launch and
Remote Activation options from the Permissions section and click OK.

Note: Select the Local Launch and Local Activation permissions in addition to the Remote
permissions if the user or group is an OPC user.

Wonderware West October 2008
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Configure File Sharing for Windows XP

In order for the Universal Server to operate within a workgroup (from workgroup to domain, workgroup
to workgroup, etc.) simple file sharing must be disabled.

1. From the Start menu, select Control Panel | Folder Options.

2. Select the View tab.

3. Scroll to the bottom on the Advanced Settings list box and ensure that Use simple file
sharing is not selected. Click OK.

Windows 2000
If you are using Windows 2000, complete the following steps:
1. Choose Run from the Start menu.

2. Enter dcomcnfg and click OK.
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3. The Distributed COM Configuration Properties box appears.

4. Select the Default Security tab and click the Edit Default button in the Default Access
Permissions area.

5. The Registry Value Permissions box appears.
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6. Click the Add button. The Add Users and Groups popup box appears.

Select the appropriate domain from the List Names From drop down list.

8. Select Show Users. Highlight the NETWORK account and click the Add button. Do the same
for the INTERACTIVE and SYSTEM accounts and click OK.

9. Verify that NETWORK, INTERACTIVE and SYSTEM are listed in the name field of the
Registry Value Permissions box. Click OK.

10. Select the Edit Default button from the Default Launch Permissions area of the
Distributed COM Configuration Properties dialog.
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11. Click the Add button. The add users and groups popup box appears.

12. Select the appropriate domain from the List Names From drop down list.

13. Select Show Users. Highlight the NETWORK account and click the Add button. Do the same
for the INTERACTIVE and SYSTEM accounts and click OK.

14. Verify that NETWORK, INTERACTIVE and SYSTEM are listed in the name field of the
Registry Value Permissions box. Click OK.

15. In the Distributed COM Configuration Properties box, click the Applications tab and scroll
down until you find Standard Automation IO Server; highlight it and select Properties.

Wonderware West October 2008



Universal Server Getting Started Guide 26

16. The Standard Automation IO Server Properties popup box appears.

17. Select the Security tab and verify that each of the three radio buttons is using default
permissions. Make any necessary adjustments and click OK.

18. On the Distributed COM Configuration Properties dialog, click Apply and then click OK.

19. Finally, you must restart your computer to initiate the changes. DCOM is now configured and
you can successfully connect and make changes to a server machine from a client.

Note: Windows 2000 allows access to launch permissions, access permissions,
and configuration permissions, which you have already set up to use Interactive,
Network, and System. However, the Universal Server is configured to use a custom
setting for the configuration permissions. You must access the DCOM settings for
the Universal Server and change the settings to use the default.
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Licensing and Registration

Universal Server functionality is enabled through the use of software licensing. It is necessary to
register the server on the Product Registration website for activation. Registering the server enables
you to receive notification when Universal Server modifications and enhancements are available.

The product requires that a license be saved to the appropriate installation directory. To obtain your
license and register your server, complete the following steps and your license file will be emailed to

you.

Product Registration
1. Open the Universal Server and expand the Universal I/O Servers node.

2. To start the server, right-click on the appropriate node and select Start Server. The Universal
Server has started when there is a green checkmark on the server icon; this may take a few

seconds.
Expand the node, select and right-click on Configuration. Select Edit Configuration.

Select the License Info tab. Leave this window open and proceed to the next step.

Note: The message “!I'!l DEMONSTRATION MODE — Server will run 60 minutes
Maximum.” is displayed on the bottom of the dialog until the license file is
successfully installed.
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5. Locate the Company ID and Serial Number on the back of the CD case. In a browser
window, go to http://www.wonderwarewest.com/product-registration and enter this information
into the appropriate fields. Click Register.

6. On the next page, select the license type. Typically, you will request a permanent license.
(See License Reset Procedure for instructions on obtaining a temporary license.) Enter the
Activation Code, which is listed on the License Info tab in the Universal Server, and the
appropriate Node Name. Click the Submit button.

Enter the email address to which the license file should be sent and click Send.

8. The website immediately emails your license file and displays a confirmation message
indicating that the license file has been emailed.

9. Upon receipt, open the email and save the license file to your desktop, taking note of the
directory that you save to.

License Reset Procedure

Product licenses are node locked since part of the license includes the serial number of the
workstation hard drive (on which the software is installed). Therefore, any change to the hard drive
(re-formatting, changing a hard drive due to disk failure, BIOS change, etc.) results in an invalid
workstation license. In order to continue using the license, it needs to be reset so that the hard drive
information can be re-entered. The new license then contains the information pertaining to the
modified hard drive.

Most license resets are due to unexpected events, such as a hard disk failure. However, there are
other times when a customer may wish to have the license re-issued, for example, if the license is
moved from one PC to another. This may occur when a system integrator uses the license to develop
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an application and needs to install the application at the end-user customer. Such resets, though, are
not urgent. The procedure for license resets must accommodate both urgent needs, as well as non-
urgent needs.

Any new license requires the Company ID and the Serial Number, both of which are located on the
back of the CD Case. Please save the CD Case or this information so that it can be quickly retrieved
in the event of an urgent need.

Urgent License Regeneration
1. Locate your Company ID and Serial Number.

2. Go to the Product Registration Website (http://www.wonderwarewest.com/product-
registration).

Enter the Company ID and Serial Number.

Select Temporary for the license type.

Enter an email address to which the license can be mailed.

o g M w

This temporary license runs for 4 days, allowing a sufficient amount of time to use the Non-
Urgent License Regeneration procedure to obtain a new permanent license.

Note: A temporary license can only be issued 3 times per serial number.

Non-Urgent License Regeneration
1. Locate your Company ID and Serial Number.

2. Call the Technical Support group (1-888-334-3293) and provide the Company ID and Serial
Number so that the license can be reset. You will also be asked to explain the reason for the
request of the license reset. Note that if the Company ID and Serial Number cannot be found,
you can email the uniserv.lic license file to Technical Support
support@west.wonderware.com. The license file will be used along with the disk serial
number to reset the license.

3. Technical Support notifies you when the license has been reset. This normally takes 24 to 48
hours. Once the license is reset, go to the Product Registration website
(http://www.wonderwarewest.com/product-registration) and follow the normal registration
process to retrieve a permanent license for the product.

Note: The Non-Urgent License Regeneration process can be used once per serial
number. Exceeding that, you must contact the local sales office to have the license
reset.

Contact Product Registration at ProductRegistration@west.wonderware.com or call 1-888-334-3293
and ask for Product Registration with questions or comments.
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Installing the License File
1. Click the Update License button on the License Info dialog in the Universal Server.

2. Browse to the location where you saved your license file in step 9, above, and click Open.

3. The message on the License Info tab now reads "This Server is Permanently Licensed.".
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Adding a Circuit

The circuit object supports sending and receiving protocol messages and provides a circuit
configuration interface. Multi-threaded architecture provides improved performance and reduced
processor usage. Support for dial-up, trunking and spread-spectrum radio and CDPD communications
is available.

Complete the following steps to add a circuit.

1.

Once the Universal Server has been installed, double-click on the desktop icon to open the
user interface.

In order to add and/or configure a circuit or device, the server must be running. To ensure that

the server is running, verify that there is a green check () on the server icon. To manually
start the server, right-click on the appropriate node name under Universal I/O Servers.
Select Start Server or AutoConnect to automatically access the server when the system is
started.

Select New | Circuit from the Action Menu on the Microsoft Management Console Toolbar.
(You must first click on the Configuration folder to ensure that the option to
add a new circuit is available on the action menu.)

or

Right-click on the Configuration icon and select New | Circuit.

Select the appropriate circuit type and enter a uniqgue name into the Enter Circuit Name field.
(You can use up to 255 characters to name the circuit.) The following circuits are available:

The TCP/IP circuit is used for connection using normal network TCP/IP protocol,
including Terminal Servers (Point-to-Point Communication).

The UDP/IP circuit is the network protocol for broadcast applications.

The TCP Terminal Server Modem circuit is used for connection to modems that are
connected to Terminal Servers.

The Direct Serial circuit is used for connection to devices that are directly connected
to the local COM ports.

The Modem circuit and Secure Modem circuit are used for connection to a dial-out
modem device that has been installed as a Windows modem on the local or a
network computer.

The CDPD Modem circuit is used for connection to a CDPD modem device that has
been installed as a Windows modem on the local or a network computer.
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Note: Before adding an Airlink CDPD Modem Circuit, you will need to download
and modify the mdmarink.inf form from the Airlink Communications website. Refer
to the Universal Server online Help for more information.

The Advanced Serial circuit is used for connection to radios, line drivers, or data
conversion devices that require handshaking and warm up/warm down time and are
directly connected to the local COM ports.

The Serial Metricom circuit is used for connection to a Metricom Radio connected
directly to a local serial COM port.

The Dynamic UDP circuit allows for connection to multiple field devices using
network UDP/IP protocol. The Remote Host addresses are set at the Device level.

5. Click Add and the Circuit Configuration Dialogs appear.

Configuring a Circuit

Complete the following steps to configure a circuit.

1. Right-click on a circuit icon or select Edit Circuit Configuration from the Action menu.

2. Select the Circuit Options tab and enter the appropriate configuration settings.

Circuit Name  The name of the selected circuit.

Remote
Host/IP
Address

The name of the remote host or its IP address.
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Note: This field is not available for Direct Serial, Modem, Advanced Serial, Serial Metricom, Dynamic
UDP, and CDPD Modem Circuits.

Port TCP/IP, UDP/IP, TCP Terminal Server Modem Circuits: Assigns a port on the
remote host for communication.

Direct Serial, Advanced Serial, Serial Metricom Circuits: The connected COM
ports on the node from which the server is running appear in the drop down list.

Modem Circuit: A list of installed Windows modems appears in a drop down list.

CDPD Modem Circuit: A list of installed CDPD modems appears in the drop down
list.

Note: This field is not available for Dynamic UDP Circuits.

Use Local Select this option to specify which network card to use for communication.
Binding

Note: This field is not available for Direct Serial, Modem, Advanced Serial, Serial Metricom, and
CDPD Modem Circuits.

Local Host/IP  This option becomes enabled if Use Local Binding was selected. Enter the local
Address host or IP address for the network card you wish to use.

Note: This field is not available for Direct Serial, Modem, Advanced Serial, Serial Metricom, and
CDPD Modem Circuits.

Port Assigns a port on the local host for communication.

Note: This field is not available for Direct Serial, Modem, Advanced Serial, Serial Metricom, and
CDPD Modem Circuits.

Circuit A unique description of the selected circuit.
Description
Circuit Options specify which mode the circuit is in upon startup.
Options
Off Scan Scanning does not occur until enabled by the user.
Standby The server only executes circuit diagnostics; 10 transactions are not enabled.
On Scan The circuit is available for use by a device.
Maintain If selected, a circuit object attempts to obtain exclusive use of the
Exclusive Use resources upon startup. Otherwise, it connects and disconnects with each
of Assigned IO transaction.
Port

Note: If this port is being used by another program, do not select this option.

Nn Nint Hann Fnahle thic nntinn if vail do nat want the mndem circiiit to hana 11in the ecall
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Up Call after the initial connection. When enabled, the modem circuit will not
disconnect the call unless the circuit is put off line, or the phone number
requested by a device changes.

Note: This field is only available for Modem Circuits.

Monitor for
RBX
(unsolicited)
Data

Select this option to enable dial-in support for unsolicited RBX.

Note: This field is not available for Direct Serial, Modem, Advanced Serial, Serial
Metricom, and CDPD Modem Circuits.

Port Inactivity Used only for connections that are configured to maintain exclusive use of

Timeout the port. In these cases, many devices disconnect the port after a device-
configured period of inactivity. The timeout option sets the circuit so that if
no transactions are executed on the circuit for the period of the configured
timeout, the circuit closes and reopens the connection. This should reset
the inactivity timeout at the device.

Note: This field is not available for Direct Serial, Modem, Advanced Serial, Serial
Metricom, and CDPD Modem Circuits.

Use Modem Modem dialing rules are a set of rules for a Modem, which are configured

Dialing Rules in the Operating System Modem configuration. Dialing rules establish
whether or not to add a "1" to dial a number for long distance or local call or
a "9" for an outside line, etc.

Note: This field is only available for Modem Circuits.

Interpoll Delay In some configurations there may be a requirement for a delay between the

in msec issuing of messages from the host station to the field devices. If this is true,
enter a time (in milliseconds) that indicates how long the server should wait
before sending a message from the communications port once a previously
issued message has received an appropriate response. This delay helps
prevent false time-outs when connected to devices that cannot respond
quickly to consecutive poll requests.
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Apply Initiates the changes and closes the dialog.
Changes

WARNING: This option only applies runtime changes. To permanently save changes to the
configuration file, right-click the Configuration node and select Backup Configuration
Changes. This makes a backup copy of the server configuration and saves it to C:\Program
Files\Standard Automation\Universal 10 Server\Project.

Restore Returns the fields to the state at which they were last saved.
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3. If you are configuring a TCP Terminal Server Modem Circuit, select the Modem Options tab
and enter the appropriate configuration settings.

Initialization String This string is sent to the modem upon initial setup for communication.
Generic HAYES command sets are honored.

Dial Prefix String This string corresponds with your modem to initiate dial up. (A common
example is ATDT.) Generic HAYES command sets are honored.

Hangup String This string corresponds with your modem to initiate hang up. (A common
example is ATH.) Generic HAYES command sets are honored.

Modem Guard Time in  The interval during which no data is sent.
msec

Modem Connection The amount of time that the modem awaits connection.
Timeout in Sec

Modem Echoes Tells the driver whether or not the modem sends strings back after they've
Command String been sent out.

CRLF Command Select if a carriage return line feed sequence is required.

Terminator

Initialize Modem Before Select to send out an initialization string before each call.
Each Use
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Apply Changes Initiates the changes and closes the dialog.

WARNING: This option only applies runtime changes. To permanently save changes to the
configuration file, right-click the Configuration node and select Backup Configuration
Changes. This makes a backup copy of the server configuration and saves it to C:\Program
Files\Standard Automation\Universal 10 Server\Project.

Restore Returns the fields to the state at which they were last saved.
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4. If you are configuring an Advanced Serial Circuit, Direct Serial Circuit, or a Serial Metricom
Circuit, select the Serial Port tab and enter the appropriate configuration settings.

Serial Port Options

Port Speed

Data Bits

Stop Bits

Parity

Handshaking

Enable Handshaking

Require Clear-to-
Send (CTS) for
Transmit

Set these options to correspond with the device to which you wish to
communicate.

A measurement for communication time between instruments using a serial
connection, indicating the number of bit transfers per second. For example,
300 baud is 300 bits per second.

The actual data bits in a transmission. A single character is represented by
7 or 8 bits.

Signals the end of communication for a single packet. Typical values are 1,
1.5, and 2 bits.

A form of error checking. There are four types of parity: even, odd, marked,
and spaced.

Uses the serial port control lines RTS and CTS to control the flow of data
between the server and the communication device that the server is
directly connected to, such as a modem, radio, or data converter.

Select if your communication device requires hardware handshaking
(RTS/CTS). (This option is always enabled on the Advanced Serial Circuit.)

The communication device must set the CTS line high before the server
transmits data. If this option is disabled, the circuit transmits as soon as the
warm up period has elapsed, regardless of the state of the CTS line.

Wonderware West

October 2008



Universal Server Getting Started Guide 39

Note: This field is not available for Direct Serial Circuits or Serial Metricom Circuits.

Transmit Immediately Transmit data as soon as the CTS signal goes high, even if the warm up
upon Clear-to-Send period has not fully elapsed.

(CTS) during Warm-

up

Note: This field is not available for Direct Serial Circuits or Serial Metricom Circuits.

Use per-Device Select this option to enable the use of dynamic serial port settings on a per-

Dynamic Port Settings  device basis. Enabling this feature will add Device Circuit Options to each
device that uses the circuit. This allows the BPS rate, data bits, stop bits,
and parity to be configured separately for each device using the circuit.

Note: This field is only available for Direct Serial Circuits, Advanced Serial Circuits, and Serial
Metricom Circuits.

Apply Changes Initiates the changes and closes the dialog.

WARNING: This option only applies runtime changes. To permanently save changes to the
configuration file, right-click the Configuration node and select Backup Configuration
Changes. This makes a backup copy of the server configuration and saves it to C:\Program
Files\Standard Automation\Universal 10 Server\Project.

Restore Returns the fields to the state at which they were last saved.
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5. Select the Advanced tab and enter the appropriate configuration settings.

Port Opening

Number of retries if
port cannot be
opened or access
denied

Delay between retries
in milliseconds

Minimum Delay after
Disconnect before
Reconnect

Parameters that effect how the circuit handles failures when trying to open
a communications port, or connecting a communications channel. If the
circuit does not have the Maintain Exclusive option enabled on the
Circuit Options tab, these parameters can be used to tune the connection
logic of multiple circuits that use the same communication port or device.

The number of times the circuit retries opening or connecting the
communications port or channel after a failure occurs.

The amount of time the circuit delays between attempts to open the
communications port.

The minimum amount of time the circuit will wait to reconnect following a
disconnect.
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Transaction Each circuit object maintains a set of transaction queues that are used to

Interleaving store pending read, output, and EFM message transactions. The
transaction queues are defined by the priority of the message type that
they contain. The output message queue has the highest priority, followed
by the read message queue, with the EFM message queue having the
lowest priority. The transaction logic that the circuit object uses sends
messages with a higher priority before messages with a lower priority.
Since a situation can occur where a lower priority message never gets sent
because there is always a higher priority message pending, Transaction
Interleaving logic must be used to ensure that the lower priority messages
eventually get sent. The options in this section are used to configure the
interleaving logic and how many consecutive messages from one priority
gueue are sent before a lower priority message is sent. These settings are
used when there are multiple pending transactions in each queue. If a
higher priority queue is empty, a message from the lower priority queue is
automatically sent with no regard to the interleaving values.

Priority Interleave The number of output transactions that are made before a read transaction
is performed.

Poll Interleave The number of read transactions that are made before an EFM transaction
is performed.

Maximum Number of EFM transactions are interleaved at the lowest priority.
Write/Read

Operations per Single

EFM Transaction

Transactions

Maximum transaction The maximum amount of time that the circuit allows for a device object to

duration in seconds complete a message transaction. The circuit object uses this value to
detect when a catastrophic port or device object failure has occurred and
an attempt to recover the communication channel needs to be performed.
This value should be set to a time period that is at least three times longer
than the time period you would normally expect a message transaction to
complete in, or the default value, whichever is larger. For modem type
circuits, the time the modem takes to connect is included in the transaction
duration time.

Maximum The maximum number of consecutive transactions sent to a single device
consecutive when there are transactions pending for other devices. This option is
transactions to same available only for circuit types that dynamically connect to multiple field
destination devices, such as a dial-up modems. If your circuit connection times are

long, you can increase this value to enable the circuit to stay connected to
the field device longer and process more transaction messages.

Note: This field is not available for TCP/IP, UPD/IP, Direct Serial, Advanced Serial, Serial Metricom,
Dynamic UDP, and CDPD Modem Circuits.
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Apply Changes Initiates the changes and closes the dialog.

WARNING: This option only applies runtime changes. To permanently save changes to the
configuration file, right-click the Configuration node and select Backup Configuration
Changes. This makes a backup copy of the server configuration and saves it to C:\Program
Files\Standard Automation\Universal 10 Server\Project.

Restore Returns the fields to the state at which they were last saved.

6. When the configuration changes are complete, right-click on the newly created circuit icon
and select Finish Editing Configuration. Repeat the steps above to add another circuit.
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Adding a Device

Complete the following steps to add a device.
1. In order to add and/or configure a circuit or device, the server must be running. To ensure that

the server is running, verify that there is a green check () on the server icon. To manually
start the server, right-click on the appropriate node name under Universal I/O Servers.
Select Start Server or AutoConnect to automatically access the server when the system is
started.

2. Select New | Device from the action menu on the Microsoft Management Console Toolbar.

(You must first click on the Configuration folder to ensure that the option to
add a new device is available on the action menu.)

or

Right-click on the configuration icon ( ) and select New | Device.

3. Select the appropriate device type from the Device Name list and enter a unique name into
the Enter Device Name field. (You can use up to 255 characters to name the device.)

4. Click the Add button and the Device Configuration Dialog appears.

Configuring a Device

Refer to the Getting Started manuals and/or online Help for protocol-specific configuration
information.
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Communicating with the Universal Server via SuiteLink/DDE

Complete the following steps to read data gathered by the Universal Server in a SuiteLink/DDE client
application.

1. Go to the Diagnostic window for the device and verify that the status is Running.

2. Go to the Diagnostic window for the circuit and verify that the status is Running.

Minimize the Universal Server Configuration.

4. Open InTouch WindowMaker. Create an access name with the Application name of
StacServer and the Topic name that is the same as the device that you created in
Universal Server. Select either DDE or SuiteLink.
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5. Create an 10 tag that is linked to the access name you just created, and has an item
name that is a valid register in your end device.

6. Add a value display that is linked to the 10 tag that you have created for the access
name. Go to runtime and verify the data is correct.

Wonderware West October 2008



Universal Server Getting Started Guide 46

Communicating with the Universal Server via OPC Client

Complete the following steps to read data gathered by the Universal Server in an OPC client
application.

1. Go to the Diagnostic window for the device and verify that the status is Running.

2. Go to the Diagnostic window for the circuit and verify that the status is Running.

3. Minimize the Universal Server Configuration.

4. Open the OPC client. (This example uses the Matricon OPC Explorer as the test client.)
When you open the Matricon OPC Explorer, StacServer.StacOpcServer is listed
under the local host; right-click and select Connect. Right-click again and select Add
Group. (The group hame does not matter to the actual server client connection.)
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5. Right-click on your new group and select Add Items. A new window opens, allowing
you to add items.

6. Inthe Item ID field, enter topicname.itemname. (In this example test_01.40001) and
leave the Access Path blank.

7. Select to add this item to the browser. Additionally, you can add items based on tags
that are already created in the Universal Server.

8. Update the main client window and close the popup window for adding items.
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